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Fraud is an ever present 
threat within modern society 
and without constant 
vigilance risks undermining 
commerce, banking 
and entire economies
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FRAUd IS An eVeR PReSent tHReAt WItHIn ModeRn SoCIety And 
WItHoUt ConStAnt VIgILAnCe RISKS UndeRMInIng CoMMeRCe, 
BAnKIng And entIRe eConoMIeS. It tRAnSCendS ConVentIonAL 
PoLItICAL BoRdeRS And APPLIeS PReSSURe to jUdICIARIeS And 
LegISLAtUReS IRReSPeCtIVe oF geogRAPHICAL Context. 

tHe dAMAgIng CoStS oF FRAUd ARe By FeLt By BotH 
IndIVIdUAL VICtIMS And entIRe CoMPAnIeS – BUt FoR tHe 
LAtteR, tHe eFFeCtS oF FRAUd CAn dAMAge BRAnd IMAge 
And eRode tHe tRUSt tHAt IS VItAL to tHe SUCCeSS oF BotH 
IndIVIdUAL oRgAnISAtIonS And tHe FInAnCIAL SeRVICeS 
IndUStRy AS A WHoLe. oRgAnISed CRIMe SyndICAteS ARe 
StRUCtURed to tHe SAMe degRee oF oRgAnISAtIonAL 
CoMPLexIty AS ConVentIonAL, LegItIMAte CoMPAnIeS And 
ARe So WIdeSPReAd tHAt FRAUd CAn Be ConSIdeRed A 
CRIMInAL “IndUStRy” In ItS oWn RIgHt. 

to tACKLe SUCH A SUBVeRSIVe, SoPHIStICAted And PeRPetUAL 
tHReAt ReQUIReS ACtIon on MULtIPLe FLAnKS; InVeStMent And 
teCHnoLogy deVeLoPMentS FRoM tHe FInAnCIAL SeRVICeS 
IndUStRy CAn onLy go So FAR to Meet tHe CHALLengeS. 
Co-oRdInAted CRoSS-BoRdeR LegAL, InVeStIgAtIVe And 
PRoSeCUtIon eFFoRtS ARe ALSo IntegRAL. WItHoUt tHeSe 
eFFoRtS eConoMIeS RISK BeCoMIng InCReASIngLy VULneRABLe. 

tHe CHALLenge IS CoMPLex And tHe StAKeS ARe HIgH.

tHIS PAPeR goeS Beyond tRendS By PReSentIng A 
CoMPReHenSIVe SnAPSHot oF tHe eVoLVIng CHALLengeS 
oF FRAUd, dRAWS oUt on-goIng eFFoRtS oF tHe FInAnCIAL 
SeRVICeS IndUStRy And PRoVIdeS A VIeW oF tHe LegAL And 
RegULAtoRy Context In WHICH tHe FInAnCIAL SeRVICeS 
endeAVoURS to KeeP FRAUd At BAy.

FoReWoRd

Robert Courneidge
Consultant, Locke Lord

Francesco Burelli
Partner, Value Partners
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There are innumerate types 
of financial fraud, all of which 
have a negative impact on 
the economy. These impacts 
are both direct and indirect, 
with the monetary value 
of the fraud a small part of its 
total cost to society. 
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A looming area of vulnerability exists, 
for example, in the mobile channel, 
which implies that fraudsters may well 
move onto m-commerce once the 
rollout of 3d-Secure authentication 
improves the security of e-commerce. 
Finally, the investigation and prosecu-
tion of fraud has also had to adapt in 
order to be an effective tool to combat 
such crime. the recent work of the 
eU in particular highlights the need to 
constantly revise and update legislation 
to keep pace with criminal activities and 
the current deficiencies that exist when 
it comes to an effective legal framework 
to combat this crime.

efforts are being made by multiple 
stakeholders – banks and card provid-
ers, international financial institutions, 
police organisations and legislators – 
to combat financial fraud. these range 
from the technological, such as recent 
research into quantum cryptography, 
to the educational, such as public 
awareness campaigns, to the legislative, 
such as the eU-wide directives made on 
the operation of electronic payments.
Such efforts face significant challenges, 
however, in terms of technology, geog-
raphy and legislation. 

Financial fraud is one of the most in-
novative of “industries”, meaning that 
security measures are often outdated 
almost before they are adopted. Fraud-
sters also operate across multiple geog-
raphies, making their investigation and 
prosecution a highly complex endeav-
our. this challenge is compounded by 
the fact that the legislative framework 
in which electronic payments operate 
is relatively slow-moving.

there are innumerate types of finan-
cial fraud, all of which have a negative 
impact on the economy. these impacts 
are both direct and indirect, with the 
monetary value of the fraud a small part 
of its total cost to society. Such fraud is 
driven by a combination of opportuni-
ties and potential financial gain, with 
criminal organisations looking to exploit 
any security weakness that presents 
itself to the maximum possible extent. 
In europe financial fraud is a constant, 
and in some cases growing, problem 
for banks, governments and consum-
ers alike, all of whom have an interest 
in reducing fraud and must therefore 
cooperate wherever possible to supress 
what has become an industry in its own 
right.

Financial fraud affects the entire 
lifecycle of financial services, from the 
creation (i.e. takeover) of an account to 
its operation and eventual termination 
(i.e. investigation and prosecution). 
the fraudulent accessing of accounts 
has been shaped by the current eco-
nomic context to some extent, and 
looks set to be further influenced by 
trends such as m-banking and the 
capabilities afforded by voice and SMS 
automation technologies. the use of ac-
counts for illegal payments, meanwhile, 
has changed significantly in recent years 
as eMV adoption drives fraudsters on-
line and overseas. this migration to the 
path of least resistance demonstrates 
the flexible nature of the fraud industry, 
and the danger of being reactive – as 
opposed to proactive – when it comes 
to combatting financial fraud. 

exeCUtIVe SUMMARy
1
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Direct costs of financial fraud 

•	 Initial direct cost to the victim, re-
gardless of possible eventual reim-
bursement  
 

•	 Costs to financial institutions  
and merchants as a result of charge-
backs  
 

•	 Cost of anti-fraud measures including 
prevention, investigation and pros-
ecution (can be up to five times the 
stolen amount8) 
 

•	 opportunity cost of resources 
employed in preventing, investigating 
and prosecuting fraudulent activity  
 

•	 Increased cost of loans to customers 
because of higher risk and the related 
costs of investigation and write offs  
 

•	 opportunity cost of lower account 
usage following fraud event 

In-direct costs of financial fraud 

•	 Reduced trust from consumers 
toward financial institutions and the 
financial system in general  
 

•	 Reduced trust from financial institu-
tions toward consumers  
 
 

•	 Potentially finances socially damag-
ing criminal and terrorist organisa-
tions  
 
 

•	 Cost of compliance with industry 
security measures9 
 
 

•	 Inconvenience to customers because 
of enhanced anti-fraud security 
measures  
 

•	 More conservative approach from 
financial institution towards innova-
tion (e.g. internet related technolo-
gies/ devices)  
 

•	 Cost to state of investigating fraud 
passed onto consumers and financial 
institutions through higher taxation 
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FInAnCIAL FRAUd: 
An IntRodUCtIon

2

1 CIFAS, the UK Fraud Prevention 
Service
2 the Business dictionary
3 Idology Inc.
4 USlegal.com
5 www.teachmefinance.com
6 An example of this would be 
global Payments Systems’ loss of 
1.5 million card details in 2012
7 BBC, (http://news.bbc.co.uk/1/
hi/business/7279043.stm)
8 datamonitor 2010
9 A spokesman for Consult 
Hyperion, for example, recently 
quoted the cost of PCI compliance 
as 10-15 times the cost of fraud 
itself

2.1 What is financial fraud and why is it 
important?

Fraud has no single legal definition, 
but is generally understood to mean 
“the use of a deception to make a gain 
by unlawful or unfair means”1. It is an 
act of intentional concealment meant 
to induce another person to part with 
a valuable item2. Fraud is legislated 
against worldwide, since it is universally 
seen as an inherently anti-social and 
economically damaging activity.

Financial fraud, more precisely, ‘is fraud 
that involves a financial account or 
transaction’3. this includes payment 
fraud, which takes place when fraudu-
lent transactions are performed using a 
payment card4. It also includes ‘lending 
fraud’, which is the purposeful provi-
sion of incorrect information for a loan 
application in order to qualify for better 
terms5. types of financial fraud include:

1.  First party fraud, committed by ac-
count holders using their own account

2. Second party fraud, committed by 
employees against their employers

3. third party fraud, committed by 
criminals against innocent consumers 
the following discussion will focus 
primarily on retail-centred financial 
fraud, specifically that which targets 
cards and deposit accounts. this 
report also focuses especially on 
fraud affecting european consumers, 
since it is there that reliable statistics 
are most widely available and where 
Value Partners has experience in 
dealing with the risks associated with 
electronic payments.

this white paper focuses exclusively 
on first and third party fraud and does 
not include employee fraud, since this 
specific crime requires a very distinctive 
set of procedures to combat. It also does 
not look closely at wide-ranging general 
fraud attacks, such as those carried out 
on financial institutions using malware6. 
Fraud should be prevented, contained 
and punished effectively given its nega-
tive consequences. It is a criminal activ-
ity that funds further illegal acts across 
the world7. It damages society through 
the distrust it creates and causes 
economic harm through its direct and 
indirect costs (see page on the left).

Financial fraud costs the european com-
munity billions of euros each year. 
Fraud has significant negative impacts 
on levels of consumer trust, market con-
fidence and financial stability and thus 
affects consumers, merchants and credit 
institutions alike. Fraud continues to be a 
challenge for society despite continued 
investments in anti-fraud measures and 
enhanced consumer awareness through 
on-going media attention. despite news 
coverage and consumer awareness 
campaigns, there remain large gaps in 
the public’s awareness and knowledge of 
fraud. Furthermore, since fraud is often 
only uncovered after its occurrence, 
almost all the available statistics admit 
that they probably underestimate the 
extent of an inherently secretive industry. 
this is compounded by the unwillingness 
of financial institutions to disclose data 
on fraud for fear of the negative press 
coverage that could follow and conse-
quential brand damage.
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2.2 What drives financial fraud?

Financial fraud is perpetrated in most 
cases by criminals seeking monetary 
gain from security weaknesses in the 
finance industry. In a small number of 
cases, is it carried out accidentally by 
somebody incorrectly filling in personal 
details, or representing a member of 
their family in the mistaken belief that 
they are not committing fraud. 

However most fraud is driven by a con-
vergence of opportunity and the pres-
ence of a driver – that is often financial 
gain – to obtain funds illegally:

Opportunities for fraud

•	 Adoption of new technologies  
(e.g. internet banking, m-banking) 
 

•	 new technologies offering points of 
compromise from a variety of poten-
tial entry points 

•	 new forms of malware able to over-
come current anti-fraud security 

•	 old technologies becoming obsolete 
and vulnerable to new technologies 
 
 

•	 Fraud originating overseas not being 
investigated or prosecuted due to 
lack of coordination between regula-
tors/enforcement agencies 

•	 Lack of public awareness regarding 
certain types of fraud 

•	 Fraud not being monitored effec-
tively enough so not being seen as a 
problem by authorities 

 Drivers of fraud

•	 Poor economic climate may push 
people toward criminal behaviour 
such as financial fraud 

•	 Money may be needed to fund 
further criminal behaviour and/or 
terrorism 

•	 Fraud may serve national interests 
(e.g. damaging hostile states)10

•	 the move to a cashless society 
increases the amount of funds  
available for potential fraudsters  
to target through payments fraud 

•	 Hostility towards financial institu-
tions given the recent economic 
crisis
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2.3 Types of financial fraud

there are many different ways in which 
financial fraud can be categorised. 
the diagram below captures the most 
prominent forms of fraudulent activity 
in the finance sector.

Financial fraud may be roughly seg-
mented into first party fraud (in which 
the account holder fraudulently operates 
their account), payment fraud (in which 
a fraudulent payment is made from the 
victim’s account) and lending fraud (in 
which a bank mistakenly provides credit 
to a fraudster). First party fraud is espe-
cially difficult to define, since it is carried 
out by customers who may not set 
out with the intent to commit a crime11. 
Payment fraud may be further divided 
between credit transfers and card fraud, 
the former of which exclusively involve 
the victim’s bank account, and the latter 
of which only involves payments made 
from a card linked to that account. 

10 See, for example, pymnts.
com, (http://pymnts.com/
briefing-room/security-and-
risk/online-and-cyber-fraud/
israel-plans-retaliation-after-
thousands-see-card-accounts-
hacked/)
11 experian 2011
12 new york times, (http://
www.nytimes.com/1992/05/21/
business/nigerian-scam-lures-
companies.html)
13 PC tools, (http://www.pctools.
com/security-news/harshest-
punishment-computer-history/)
14 Source: deceased Identity 
Fraud UK, (http://www.
deceasedidentityfraud.co.uk)
15 UK Fraud Prevention Service

the methods used by fraudsters to 
carry out these attacks vary between 
quite simple requests for account de-
tails from a seemingly legitimate source 
(such as the globally infamous ‘nigerian 
419’ scam12), and much more sophisti-
cated malware attacks in which up to 
130 million card details have previously 
been stolen in a single event13.

Lending fraud involves the fraudulent 
accessing of credit via another person’s 
account, or through using an identity 
that is false in some way. this can vary 
widely, from the use of a deceased 
person’s identity to open an account14 
to an exaggeration of income by some-
one applying for a mortgage15. Lending 
fraud is especially hard to quantify 
because of the reluctance of banks to 
admit to such high-risk loans, especially 
given the current economic climate.

 

Financial 
Fraud 

Payment  

Lending  

Credit transfer 

Card 

Identity theft 

Identity Creation 

Man-in-the- 
Middle (MitM) 

Phone/Laptop 
theft 

Account detail 
theft 

Card-not-
Present (CnP) 

Card Present  

Man-in-the-Phone 
attack (MitP) 

Phishing 

Vishing 

Smishing 

online transaction 

Mail order/telephone 
order (Moto) 

Counterfeit card 

 

transaction fraud 

Card Lost or Stolen

Man-in-the-Browser 
attack (MitB) 

Types of financial fraud

Source: Value Partners analysis
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Description 

trojan virus infects victim’s browser. Passwords are thus captured and real-time 
online interactions between customer and bank can be altered. this means that 
fund transfers can be redirected into criminal’s bank account. 

Fraudster rings victim saying that account has been compromised and account 
details need to be confirmed. Victim is then connected to their bank, whereupon 
fraudster listens in on answers to security questions. 

Personal details on laptop and phone are used by fraudsters to access account. 
 
Victim receives email from fraudster masquerading as a legitimate source 
(e.g. victim’s bank) and requesting account details to confirm a their identity 
or allow a fund transfer. details are then used to fraudulently access account. 
 
Victim receives an automated voice message from an apparently legitimate 
source warning that their account may be compromised and that the victim 
should now read out the answers to various security questions. these details are 
then used to access account. 
 
text is sent to victim by fraudster warning of account compromise and asking 
them to ring or text a number to answer some security questions. 

Criminal attempts to recoup cost of a legitimate transaction by falsely claiming 
that it was fraudulent. 

Bank customer borrows maximum amount of credit available with no intention 
of paying it back, with outstanding credit written off by bank when it realises that 
it will not get money back. 

Customer willingly gives account details to fraudster, then receives a proportion 
of value ‘lost’. 

Card details to order goods online are intercepted. Compromised card is then 
used to order goods online. 

Card details are intercepted from remote ordering channels. Compromised card 
is used to order goods by mail or telephone (where 3d-Secure technology is not 
available). 

Fake card created using skimming device or similar. Usually only magnetic strip is 
copied, which nevertheless allows use of card in non-eMV-compliant countries. 

Card details are stolen, PIn is acquired or cash itself fails to dispense and is 
picked up later by fraudsters. 

Stolen or counterfeit card used to acquire goods in shops. this now rarely happens 
at eMV-compliant PoS terminals because of enhanced security of Chip and Pin. 

Stolen or lost card either counterfeited or used fraudulently overseas or for Card 
not Present (CnP) transactions. 

Method of fraud16 

Man-in-the-Browser 
(MitB) attack 

Man-in-the-Phone (MitP) 
attack 

Phone/Laptop theft 

Phishing

Vishing

Smishing

False fraud claims 

Straight rollers 

Outsourcing fraud 

Online transaction 

Mail Order/Telephone 
Order (MOTO) 

Counterfeit card 

ATM (skimming, shoulder 
surfing etc.) 

Transaction fraud 

Card Lost or Stolen 
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2.4 Fraud in Europe

the cost of third party financial fraud in 
europe was over €3bn in 2012 and is set 
to increase17, despite recent declines as 
a proportion of total spending. globally, 
card fraud alone is expected to reach 
over €7bn per year by 201518. 

this is despite the introduction of fraud 
prevention technologies, such as two-
stage authentication to access online 
banking services, eMV chip technology 
and the recent uptake of 3d-Secure 
payment systems by e-commerce mer-
chants. In terms of physical card fraud, 
enhanced security at AtMs has driven 
an increase in PoS fraud, despite the 
introduction of eMV.

International cooperation remains 
limited, although recent enhanced inter-
est shown by europol points towards 
future improvements in this area. 
efforts at collaboration are made more 
difficult by a lack of eU-wide data on 
fraud, although the european Central 
Bank (eCB) is attempting to remedy 
this19. First party fraud, meanwhile, may 
cost as much as €1.8 billion20 annually 
within the eU, although this could be an 
underestimate, since such fraud statis-
tics are often conflated with standard 
bankruptcy write-offs.

Beneath this larger picture of Financial 
Fraud, however, lies a fraud landscape 
that is highly fluid and reactive to tech-
nological and legislative change. eMV 
migration seems to have not reduced 
the total cost of fraud, and moreover 
has stimulated an increase in CnP 
fraud, from 42.3% to 55.7% of total card 
fraud21. Criminals whose efforts have 
been limited by the introduction of eMV 
have changed their tactics and are now 
more likely to steal card details than 
physical credit/debit cards. 

16 there is a degree of overlap 
between these categories (e.g. 
laptop theft can be used to carry 
out transaction fraud) but they 
all ultimately contribute towards 
the completion of a fraudulent 
act 
17 Value Partners analysis
18 World Payment Report 2011
19 july 2012, ‘Report on Card 
Fraud’, eCB (although in its 
conclusion this same report 
states that whilst “investigating 
the determinants of card fraud 
in more detail would ... be an 
interesting endeavour... it would 
also require further details than 
are currently available.”)
20 experian 2011, eCB 2011, Value 
Partners analysis
21 Sources: euromonitor 2011, 
Financial Fraud Action UK 2011, 
Value Partners analysis
22 this market is readily available 
via a web search, which reveals 
professional fraud markets, such 
as http://cheapcvv.com/
23 Symantec statistics
24 UK Cards Association 2011
25 javelin Strategy & Research 
2009
26 Analysis by Fico, data provided 
by euromonitor International

the consequential implementation of 
3d-Secure systems across e-commerce 
in response to this enhanced CnP threat 
– with American express notably joining 
MasterCard and Visa in the 3d Secure 
initiative scheme from 2010 – has most 
recently led to an increase in identity 
fraud, as criminals innovate further to 
circumnavigate such security checks. 

this type of fraud has also increased 
because of the tough economic climate, 
which has encouraged those refused 
credit to reapply under somebody else’s 
name. these trends are reflected in the 
illegal card and account details mar-
ket22, where the price of credit/debit 
card details has fallen in recent years to 
a unit price of $0.01 for a batch order 
because of low demand, whilst the cost 
of hacked bank account information 
remains much higher, with prices of $10 
to $1000 per account23.
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Within european populations the risk 
of financial fraud is not evenly spread. 
Some recent studies suggest that young 
female shoppers may be particularly at 
risk of online card fraud, whilst older 
people may be more exposed to phish-
ing and Moto attacks24. Women could 
be as much as 26% more likely to be 
victims of identity fraud than men25.

there are also important trends within 
europe between countries. the most 
recently published data shows that card 
fraud has migrated from the UK to other 
countries within europe, especially 
germany and France26. this is because 
of the former country’s full adoption 
of eMV and widespread use of neural 
pathway software, something in which 
the other countries are lagging behind. 
Fraudsters have also moved to nordic 
markets such as Sweden in their search 
for better opportunities than can be 
found in the UK, whilst the rapid growth 
of financial fraud in Russia points 
towards fraud prevention weaknesses 
there that fraudsters currently located 
in Western europe will highly likely at-
tempt to exploit in the future.

overall, as the map below shows, the 
fraud landscape even within the eU15 
is heterogeneous, with countries such 
as greece experiencing disproportion-
ately high level of PoS fraud, whilst in 
Spain online transaction fraud appears 
to be a significant problem. Players in 
those industries susceptible to financial 
fraud, therefore, must ensure that their 
anti-fraud strategy is suitably tailored 
to those geographies in which they 
operate.

24 UK Cards Association 2011
25 javelin Strategy & Research 
2009
26 Analysis by Fico, data provided 
by euromonitor International
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Fraud across EU15 (minus Luxembourg) as a proportion of total channel value
2010 (European average equals base 100)

Source: eCB, eurostats, euromonitor, FFA UK, oSCP, Safecard, Value Partners analysis
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IMPACt ACRoSS 
tHe ACCoUnt LIFeCyCLe

3

Fraud is an industry that affects each 
stage of the financial services life cycle. 
From the opening or takeover of an ac-
count, through to its fraudulent operation 
and eventual completion or termination, 
financial fraud can be seen to follow a 
linear lifecycle. each of these three areas 
has its own set of distinctive activi-
ties that will be focussed upon in turn 
throughout this section. 
Across this life cycle technology and 
policy play a key role, with prevention 
and punishment operating to counter 
fraud at each stage of the value-chain.

3.1 Account opening 

3.1.1 The Account Fraud Landscape
the illegal opening and takeover of 
accounts reduces the willingness of 
banks to offer credit, negatively impact-
ing upon customers’ trust in banks, and 
can lead to direct financial costs for 
both these parties. However such fraud 
often goes unreported, since financial 
institutions are focussed upon maintain-
ing their customers’ trust. they are also 
wary of confirming some unsettling sta-
tistics, some of which indicate that 70% 
of account identity theft cases involve a 
bank employee or insider27.

the evolution of online account man-
agement has led to two contrasting 
trends in the account fraud landscape. 
on the one hand, some fraudsters are 
now employing more low-tech methods 
to avoid detection from increasingly 
advanced anti-fraud software. 
Across the UK and north America, 
for example, Id theft through mail and 
telephone transactions rose from 3% 
to 40% of total Id theft between 2006 
and 200928. on the other hand, 
e-banking continues to afford fraud-
sters the opportunity to gain account 
details, since there has been a con-
current rise in more technologically 
advanced types of fraud such as Man-
in-the-Browser (MitB) attacks.

27 oracle
28 Cognizant

The financial fraud 
lifecycle
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Source: observatoire de la Sécurité des Cartes de Paiement, Financial Fraud Action UK, eurostats, Value Partners analysis

Source: UK Fraud Prevention Service
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29 FBI statistics
30 experian 2011
31 detica 2011
32 guardian Analytics 2011
33 Better Business Bureau news 
Centre december 2011
34 BBC, (http://news.bbc.co.uk/1/
hi/technology/5187518.stm)
35 UK Centre for the Protection 
of national Infrastructure, july 
2010, ‘Phishing and Pharming: 
A guide to Understandings and 
Managing the Risks’

3.1.2 The Economic Context
the account fraud landscape is to 
some extent determined by the shift-
ing economic context in which it takes 
place. Fraudulent account applications, 
for example, declined significantly in 
the UK during the 2009 recession, since 
banks reduced their acceptance rate 
for credit request and thus reduced the 
potential for fraud. ‘Misuse-of-facility’ 
fraud increased, meanwhile, as some of 
those in need of credit fraudulently used 
their existing accounts. Identity fraud 
also increased because some criminals 
are migrating away from credit and 
debit card fraud as a result of height-
ened security. this trend is replicated 
in the USA, where a fall in the number 
of mortgages applied for and approved 
has led to a large reduction in mortgage 
fraud29. these patterns make it highly 
likely that any economic recovery seen 
over the next several years will lead to 
an increase in application and mortgage 
fraud.

In terms of first party fraud, banks 
generally tend to conflate statistics 
regarding fraud by individuals using 
their own account and write offs caused 
by bankruptcy. It seems likely, however, 
that the proportion of fraudulent ac-
count use by account holders has not 
increased dramatically in recent years30 
despite it potentially accounting for 10-
20% of unsecured debt31.

3.1.3 The rise of Vishing and Smishing
there is now increased public aware-
ness about the dangers of email and 
website-based phishing attacks, in 
which customers are asked to input 
or send account details across the 
internet. Less well-known, however, 
are Vishing and Smishing attacks32, 
which refer to voice and SMS-based 
fraud respectively. Customers receive a 
computerised message or text requiring 
them to confirm their account details, 
which fraudsters then use to make il-
legal withdrawals or bank transfers.

Clients of the Better Business Bureau 
in northeast California, for example, 
recently received numerous fraudulent 
texts claiming that their card had been 
locked and that they must call a phone 
number to reactivate it. they were then 
put through to an automated system 
that asked them to input their credit 
card information33. As far back as 2006, 
meanwhile, security software firm 
Secure Computing detected a scam in 
which computers were programmed 
to dial lists of phone numbers and play 
pre-recorded messages to anybody 
who answered. the recorded message 
warned people that their credit card 
was being used fraudulently and asked 
them to input their card number and 
security code34. Such attacks are now 
occurring across europe as fraudsters 
widen the variety of modes of com-
munication they use to carry out their 
attacks35.

Phishing attacks look set to become 
increasingly complex, especially as 
fraudsters are compelled to seek 
account verification details (such as 
passwords) because of the enhanced 
security measures in place on credit and 
debit cards.
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3.1.4 The threat to m-banking
M-banking has the potential to make 
account operations more convenient 
and mobile than even before, as people 
increasingly operate their accounts via 
smartphones36. Access to the internet 
via mobile phone and tablet is set to 
overtake access via computers within 
the next few years, yet as of 2012 only 
4% of smartphones and tablets had 
significant security protection37. 

It is therefore unsurprising that the UK 
saw a 48% increase in mobile banking 
fraud between 2010 and 201138, a trend 
that is replicated worldwide and looks set 
to continue into the future. examples of 
Smartphone malware attacks include the 
recent zitmo variant of the ubiquitous 
zeus virus (now available on the market 
for as little as $500039), which can inter-
cept bank details and SMS verification 
texts received on infected devices40, and 
which can bypass security measures on 
all current smartphones. It is not only the 
device that is vulnerable – networks are 
increasingly being opened up to improve 
connectivity and reduce the cost of 
encryption, which makes the interception 
of account details possible for anybody 
with a laptop and some software that can 
be freely downloaded41.

there are two key challenges that need 
to be addressed to improve mobile 
banking security42. 

Firstly, mobile banking application 
software must be developed to better 
secure the currently simplistic online 
authentication model used by smart-
phones. 

Secondly, customers need to be educat-
ed with regards to online phone secu-
rity43. this threat needs to be addressed 
soon, since in the last four years the 
number of people logging in to their 
account online has increased 50%44. 

With the growing trend in mobile 
internet access this means that there 
is an emergent area of vulnerability in 
m-banking.

36 See the recent Value Partners 
White Paper on Mobile Financial 
Services
37 Mobi-thinking global Mobile 
Statistics 2011
38 Financial Fraud Action UK
39 Payments Cards and Mobile 
2012
40 Symantec
41 UK data Association
42 Bank of America
43 Bankinfosecurity.co.uk
44 eurostats

Source: Financial Fraud Action UK
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3.1.5 The future of account fraud
the future of account fraud is com-
plicated by the multitude of channels 
through which people will be increas-
ingly able to access their finances. 
M-banking has already been comment-
ed upon as a potential source of fraud 
vulnerability, and the recent surge in 
sophisticated malware and less-sophis-
ticated Moto fraud makes it essential 
that adequate preventive measures are 
taken. these range from the increased 
protection provided by improved online 
security to more primitive anti-fraud 
strategies such as fostering enhanced 
public awareness, a tactic that has been 
credited with a reduction in the risk of 
most ‘mainstream’ malware fraud45.

Fraudsters continue to be highly in-
novative in the ways in which they gain 
access to account details. Man-in-the-
Middle (MitM) attacks have existed for 
quite some time, whereby criminals 
eavesdrop on communications between 
banks and customers, yet Man-in-the-
Phone (MitP) and Man-in-the-Browser 
(MitB) attacks represent a new form of 
account hacking46. 

In the former of these a fraudster may 
ring a victim and claim that their ac-
count has been compromised, then ask 
them to confirm some details whilst 
they connect to the bank and eaves-
drop on the authentication process. 
MitB attacks, meanwhile, are more so-
phisticated, since they embed a trojan 
virus in the browser which is undetect-
able to anti-virus software. 

An account takeover then ensues, 
affording fraudsters the opportunity 
to transfer funds to various bank ac-
counts of their choice. With the average 
webpage infected with malware every 
five seconds47 and payment websites 
disproportionally attacked by online 
fraud attempts48 it is imperative that 
financial institutions continually develop 
security mechanisms to protect cus-
tomers’ account details.

45 UK Fraud Prevention Service
46 Cognizant Report 2009
47 Sophos
48 Avira

Source: eurostats, Financial Fraud Action UK, Value Partners analysis
note: e-banking includes making using mobile device
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Source: American express, jCB, MasterCard and Visa

Global EMV Completion, beginning of 2012
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3.2 Account operations 

3.2.1 Card fraud migration
one of the most prominent recent 
trends in operations fraud across eu-
rope is the prevalence of overseas card 
fraud; in 2010, for example, international 
payments in SePA countries accounted 
for 7% of total transaction value, but for 
53% of the total value of fraud49. 

the rollout of eMV technology across 
the continent has meant that relatively 
vulnerable magnetic strip and signature 
authentication cannot be exploited to 
commit fraud in many areas of europe. 
Criminals initially reacted to this by tak-
ing stolen or counterfeited cards abroad 
to carry out fraudulent transactions 
and withdrawals. the key hotspot for 
overseas fraud continues to be the USA 
– accounting for almost four times as 
much overseas card fraud as any other 
country in 201050 – which is only now 
starting its migration to eMV authenti-
cation with industry support51. 

49 july 2012, ‘Report on Card 
Fraud’, eCB
50 Financial Fraud Action UK
51 nFC times, (http://www.
nfctimes.com/news/visa-s-us-
migration-plan-emv-supports-
contactless-and-nfc)
52 For definition see iilabs, 
(http://www.iilabs.com/info-pop.
php/cvv)
53 Smart Card Alliance, (http://
www.smartcardalliance.org/
articles/2012/04/04/unb-and-
gemalto-introduce-advanced-
emv-cards-in-uae)
54 eCB, Value Partners analysis
55 europol organised Crime 
threat Assessment 2011

However even a total eMV rollout will 
not eliminate domestic fraud, with CnP 
fraud in particular not affected by this 
particular technology. the continued 
development of new card-based secu-
rity technologies – such as Integrated 
Card Verification Value52 and dynamic 
data Authentication53 – will be neces-
sary if fraud is to be reduced now that 
criminals have demonstrated their abil-
ity to adapt to eMV. 

this card migration trend, however, is 
not solely driven by eMV-induced fraud 
migration, since there is a strong correla-
tion between the value of cross-border 
card fraud and the number of overseas 
transactions54. this implies that this 
increase has multiple driving factors, with 
eMV technology one of the most visible. 
the introduction of eMV technology 
has also not eradicated eU-based theft 
or counterfeiting of the physical card, 
since cards retain account information 
on the magnetic strip, which can then be 
‘skimmed’ at an AtM or PoS, allowing 
fraudsters to create a clone card for use in 
non-eMV-compliant countries55. As a pro-
portion of payment card crime, however, 
the fraud-related cost of cards stolen, lost 
or counterfeited has declined.

Source: euromonitor International, eCB, Value Partners analysis
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3.2.2 CnP fraud
the penetration of eMV technology into 
the european payment market originally 
drove an increase in CnP fraud, which 
primarily consists of fraudulent online 
transactions, sometimes enabled by 
Moto scams. Most recently, however, 
the introduction of 3d-Secure technol-
ogy such as MasterCard SecureCode 
and Verified by Visa has partially 
countered this upward trend, especially 
as merchant uptake has increased such 
that 45% of Visa e-commerce in europe 
is 3d-Secure as of 201256. 

Another reason for the absolute decline 
of CnP fraud is the increased sophis-
tication of neural network software by 
card issuers, which tracks individuals’ 
spending patterns and flags abnormal 
expenditure based upon criteria such as 
the size and location of the purchase57. 
As a proportion of total fraud, however, 
CnP fraud continues to show signs 
of growing as card security increases 
worldwide.

56 Visa statistics
57 See, for example, Visa’s Real 
time Scoring and Mastercard’s 
RiskFinder; Visa europe

3.2.3 Liability shift
the introduction of eMV and 3d-Secure 
across europe has also explicitly shifted 
fraud liability away from the customer 
and onto the merchants and card 
companies. Where fraud takes place on 
eMV-enabled cards, for example, it is 
the bank of the merchant not equipped 
with an eMV-compatible card reader, 
or the bank that has not issued an eMV 
card, which takes on the risk. 

A motivation for e-commerce mer-
chants to implement 3d-Secure meas-
ures, meanwhile, is that the liability 
of chargebacks resulting from fraud 
shifts from the merchant to the issu-
ing bank of the card, since it becomes 
the banks responsibility to check the 
identity of the buyer. Such measures, 
however, protect customers from 
the direct costs of financial fraud 
yet leave merchants and banks more 
exposed to risk, with a consequential 
indirect cost to the consumer. 
Appropriate security measures are thus 
essential to keep the cost of transac-
tions low, regardless of who is liable 
for the initial direct cost of fraud.

Source: eCB, Value Partners
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58 this refers to the sourcing 
of identity details from a 
victim’s dustbin with the aim 
of committing identity fraud, 
source: Identity theft Awareness, 
(http://www.identity-theft-
awareness.com/dumpster-diving.
html)
59 Santander UK
60 bankinfosecurtiy.com
61 FICo 2008
62 experian 2011
63 Visa europe, (http://www.
visaeurope.com/en/newsroom/
news/articles/2011/contactless_
barometer.aspx)
64 guardian, (http://www.
guardian.co.uk/money/2007/
nov/17/moneysupplement.
consumeraffairs)

3.2.4 Credit account fraud
one of the other main types of fraudu-
lent account activity involves the use of 
account details – gained through phish-
ing attacks or more low-tech methods 
such as ‘dumpster diving’58 – to transfer 
money from a victims account into that 
of the fraudster or a middle-man, known 
as a ‘money mule’. one measure banks 
are taking to counter this is identity au-
thentication using alternative channels 
such as SMS. Santander, for example, 
requires customers to enter a validation 
code for all balance transfers above a 
certain limit, which is sent to the ac-
count holder by text59.

First party fraud by account holders, 
meanwhile, is notoriously difficult to 
detect and quantify because of the 
number of different definitions available 
for banks to use for such activities60. 
Customers may not intend to commit 
fraud until the moment they realise 
that they are unable to pay back credit. 
they may also be convinced to willingly 
cede control of their account to a third 
party in return for immediate financial 
returns61. the prevalence of such fraud 
may have increased slightly as a result 
of the economic climate, but as a pro-
portion of write-off costs has remained 
fairly constant62.

3.2.5 The future of account 
operations fraud
Looking to the future, contactless pay-
ments look set to become a key feature 
in the future european card payment 
landscape63. the convenience of not 
having to enter a pin, however, worries 
many who see it as an easy target for 
fraudsters64. the setting of small limits 
of around €20-30, with a pin entry 
required for roughly every €60 spent, 
may well render them unattractive to 
the majority of fraudsters, yet could de-
tract from the convenience factor that 
was a key reason for the development 
of contactless technology to begin with. 

As contactless gains traction and 
captures an increasing number of low 
value payments, cardholder education 
becomes an even more critical factor. 
Statements, that should be checked 
regularly and are sometimes not easy 
to read because of limitations on the 
merchant description text, may become 
challenging to control because of a 
high number of transaction entries. 
the relevant challenge is to ensure 
that transactions are checked and that 
small value discrepancies are reported, 
as cardholders may be inclined to 
ignore and not report small-scale fraud, 
ultimately leaving a potentially compro-
mised account at risk.

Another element that will possibly 
impact upon the future account opera-
tions fraud landscape is the growth in 
the number and use of prepaid cards 
across europe. this payment type is 
typically susceptible to lower losses giv-
en the lower amounts involved and the 
lack of credit facilities that are held on 
prepaid accounts compared to current 
accounts. However, the recent growth 
in the number of prepaid accounts has 
led them to become an attractive target 
for financial fraudsters, as in the case of 
other emerging payment methods such 
as mobile.
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this risk is compounded by three 
unique characteristics of prepaid cards. 
Firstly, in some cases they do not of-
fer customers protection from fraud 
losses65 – such as under Section 75 of 
the Consumer Credit Act in the UK – in 
the same way as debit and credit cards, 
potentially increasing the vulnerability 
of the consumer. Secondly, fraudsters 
may use such cards to hold stolen funds, 
since they are less traceable than bank 
transfers or cash66. Lastly, since prepaid 
cards are often used explicitly for the 
purpose of overseas travel, or abnormal 
shopping expenditure, such fraud is un-
likely to be detected by neural pathway 
software67.

the potential risks of prepaid and 
e-money are becoming evident 
in europe. In the UK, for example, five 
men were jailed in 2010 for using itunes 
music gift vouchers (effectively closed 
loop prepaid cards) to launder money, 
by loading them with £750,000 taken 
from victims’ credit cards and then sell-
ing them at a reduced rate online68. 

In the USA, meanwhile, the dangers 
of prepaid card fraud were recently 
exposed by a group of hackers based 
in Las Vegas, who successfully stole 
account details from the card processor 
global Payments69. 

these criminals loaded the stolen ac-
count details onto the cards, through 
which they bought electronics and 
other high-priced goods from retail-
ers. Some in the industry believe that 
around 7 million card accounts could 
have been stolen in such a way, al-
though the use of prepaid as a channel 
for illegal funds was detected before 
more than $75,000 had been lost. nev-
ertheless, the potential susceptibility of 
prepaid cards to such adaptation – now 
that they are susceptible to the same 
level of attention as more dominant 
payment methods – highlights both the 
innovation of fraudsters and the need 
for the financial industry to pre-empt 
possible attacks.

65 typically the case of closed-
loop systems or the case of 
open-loop card issuers not 
offering zero liability features to 
their card programmes, although 
the latter does not apply within 
the eU.
66 Alaric
67 Software that attempts to 
detect fraud by comparing 
purchases with an account’s 
transaction history and flagging 
those that appear to take place 
in an abnormal geography or 
industry
68 Herald Scotland, 27th october 
2011, ‘Pre-paid cards being used 
for money laundering scam’
69 Press clippings, including 
Krebson Security, (http://
krebsonsecurity.com/2012/05/
global-payments-breach-fueled-
prepaid-card-fraud/)

Source: euromonitor International, Value Partners analysis

Total number of cards and prepaid cards in Europe 
(bn)

 Financial cards 
 in circulation  
 without Pre-paid  
 function

 Financial cards 
 in circulation  
 with Pre-paid  
 function

 CAgR

4%

12%

20
0

5

20
0

6

20
0

7

20
0

8

20
0

9

20
10

20
11

20
12

 e

20
13

 F

20
14

 F

20
15

 F

+6%

0

1

2



27report  FInAnCIAL FRAUd: A PRoteAn tHReAt

3.3 investigation and prosecution 

europol, the european law enforcement 
agency, provides support to eU law 
enforcement authorities in international 
investigations into payment card fraud. 
In january 2013 it launched the new 
european Cybercrime Centre at europol 
in the Hague that will support Member 
States and the european Unions’ institu-
tions in the fight against cybercrime, 
including fraudulent CnP transactions. 
It aims to do this by “building operation-
al and analytical capacity for investiga-
tions and cooperation with international 
partners”.

on 8 january 2013 europol issued a 
Situation Report on payment card 
fraud70. to prepare the report, europol 
analysed information provided by law 
enforcement agencies in eU Member 
States, some cooperating non-eU 
States, card schemes, card issuers, the 
european Central Bank, european Pay-
ments Council, european AtM Security 
team and the Fuel Industry Card Fraud 
Investigation Bureau.

europol’s view is that banking institu-
tions do not prioritise the real preven-
tion of fraud, instead concentrating on 
acceptable levels of fraud vis-à-vis their 
profit margins. It is also europol’s view 
that card and other non-cash transac-
tion fraud is a global issue and so the 
security measures in place on a regional 
(eU) level are not sufficient. Both of 
these factors have been exploited by 
organised criminals.

70 europol 2013, ‘Payment Card 
Fraud In the european Union: 
Perspective of Law enforcement 
Agencies’

the majority of payment card fraud 
analysed by europol took place outside 
the eU, but affected the eU (the US 
being the main source of eU card fraud) 
and is often perpetrated by organised 
crime groups that operate worldwide. 
From a poll carried out by europol of 
the various eU law enforcement agen-
cies, the biggest problems faced were 
the international aspect and highly or-
ganised nature of the criminal networks. 
this is because there is a lack of global 
protection standards and international 
police cooperation is hindered by legal 
constraints.

Regarding card-present fraud, despite 
significant investment by the eU bank-
ing industry in eMV card technology, 
criminal networks are exploiting the 
system by targeting non-eMV compli-
ant terminals overseas, where it is dif-
ficult to prevent and investigate crimi-
nal activity. this leads to the situation 
where judicial authorities press charges 
mainly for those criminal activities that 
take place in the eU, which according 
to europol’s analysis are the preparato-
ry stages and are not always associated 
with financial loss – this which means 
that the sentences passed are relatively 
lenient.
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In terms of CnP fraud europol sees 
the major problem in the eU being the 
lack of regulations for reporting data 
breaches to police authorities. In addi-
tion, the industry is reluctant to report 
incidents because of a lack of faith in 
investigative bodies, as well as the need 
to maintain reputations. despite in-
creased CnP fraud it is not reflected in 
the police statistics, meaning that such 
fraud is not prioritised and it is difficult 
to initiate international cooperation.

europol’s proposal is that industry and 
eU law enforcement authorities should 
adopt a coordinated approach, with 
the position or reputation of the report-
ing entity being protected and not 
undermined. there should also be more 
coordination between law enforcement 
agencies and judicial authorities on a 
global basis.

Moreover europol stresses that global 
cooperation can be a very effective 
means of preventing and prosecuting 
fraud. this was proven by the operation 
“night Clone” of june 2011, an interna-
tional operation initiated by the Italian 
Police and supported by Bulgaria, the 
US Secret Service and other eU Member 
States and coordinated via europol, 
which led to 70 arrests and the cessa-
tion of illegal activities by many criminal 
groups. However, there remains much 
progress to be made before such col-
laborative initiatives will become the 
norm and international fraud can be 
combatted on multiple fronts simultane-
ously.
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WHAt IS BeIng done 
to CoMBAt FRAUd?

4

Fraudsters do not act unopposed. It has 
already been outlined why the prevention 
of financial fraud is important for soci-
ety generally and financial institutions 
especially. Recent developments across 
the various stages of the fraud lifecycle, 
moreover, have been outlined and pre-
dictions about future trends have been 
made. Various stakeholders act, however, 
to prevent, investigate and prosecute the 
illegal misuse of cards and accounts. 

71 europol organised Crime 
threat Assessment 2011 
72 First data, 2012, ‘eMV in the 
USA: Best Practices and Lessons 
Learned’ 
73 Securetrading statistics 
74 Press clippings, see, for 
example, nPL article,, (http://
www.npl.co.uk/commercial-
services/sector-case-studies/
quantum-cryptography-
prevents-financial-fraud)  

4.1 Banks and card providers 

the rollout of eMV across europe, and 
much of the developed world, has made 
it very difficult for fraudsters to use 
counterfeited cards without first taking 
them overseas. In the USA – where 80% 
of non-eU fraud against eU payment 
cards takes place71 – Visa and Master-
Cards’ issuing of eMV roadmaps to 
merchants, acquirers, issuers and AtM 
operators means that eMV prevalence 
should reach european levels within 
the next decade72. the introduction of 
3d-Secure technology by e-commerce 
merchants, meanwhile, has added 
another level of security to one of the 
most important channels of CnP fraud. 

With 3d-Secure technology now 
becoming the norm across mainstream 
e-commerce channels, it seems that 
merchants have overcome their fears 
regarding the enhanced abandon-
ment rates commonly associated with 
extra online security measures. Recent 
figures indicate that although the 
introduction of a 3d-Secure gateway on 
e-commerce transactions leads to an 
abandonment rate of 2.2%, this is more 
than compensated for by a 6% increase 
in customer approval73. Customers 
thus seem to appreciate the enhanced 
safety afforded by slightly inconvenient 
anti-fraud measures. In the future online 
shopping – and international financial 
transactions – could be made even 
more secure, and less susceptible to 
events such as Man-in-the-Browser at-
tacks, through the use of new technolo-
gies such as quantum cryptography, 
which makes use of quantum charac-
teristics to ensure ‘eavesdropping’ is 
practically impossible74. 

Fraudsters do not act 
unopposed. it has already 
been outlined why the 
prevention of financial fraud 
is important for society 
generally and financial 
institutions especially. 
various stakeholders act 
to prevent, investigate 
and prosecute the illegal 
misuse of cards and 
accounts. 
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Source: eC, Value Partners analysis
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Another area in which debit and credit 
card providers are investing with the 
aim of reducing future fraud rates is 
neural pathway software. this contin-
ued improvement has led to the recent 
introduction of MasterCard’s expert 
Monitoring Fraud Scoring75 and Visa’s 
Real time Scoring System76 which have 
the potential to prevent fraud before it 
can happen based upon a risk analysis 
set in the context of customers’ previ-
ous spending habits. 

Using such neural pathway software, 
many banks now halt large monetary 
transactions to unknown accounts and 
contact the account holder to confirm 
the payment is valid. Identity verifica-
tion measures for online banking are 
also being constantly upgraded, and 
most banks now offering free anti-mal-
ware software to their online banking 
customers. 

Citibank customers, for example, input 
their passwords using a virtual keyboard 
to prevent hackers tracking victims’ 
keystrokes. this is a common feature 
of internet security software such as 
Karspersky Internet Security and Bit-
defender. Swiss bank UBS, meanwhile, 
prompts you to input a code generated 
by their website into a calculator that 
is activated by your pin. deutschbank, 
furthermore, provides you with a 
random number calculator that gener-
ates a different password for every time 
you log in, and requires you to validate 
a record of the last time you accessed 
your account. 

there is also progress being made 
on detection systems for first party 
fraudsters, although these can be 
similar to legitimate spending habits so 
will doubtless remain harder to detect 
than third party fraudulent behaviour77. 
Such systems rely primarily upon the 
questioning of unusually large transac-
tions and fraud claims. It is difficult to 
foresee, however, anything other than 
a significant reduction in the general 
public’s risky behaviour leading to a 
major decline in first party fraud. Calls 
by experian78, amongst others, for more 
comprehensive statistics on such crimi-
nal activities, however, seem valid given 
the scarcity of data and the difficulty 
of separating them from unintentional 
bank losses caused by bankruptcy. 

75 MasterCard, (http://www.
mastercard.com/us/company/
en/docs/ems_hosted_sell_sheet.
pdf) 
76 Visa, (http://www.visaeurope.
com/en/about_us/innovation/
real_time_scoring.aspx) 
77 FICo 2008 
78 experian 2011 



32report  FInAnCIAL FRAUd: A PRoteAn tHReAt

79 eCB 
80 eCB 2010, 7th SePA Progress 
Report  
81 eCteg, (http://www.ecteg.eu/
events/) 
82 europol Press Release, 
(https://www.europol.
europa.eu/content/press/
major-international-network-
payment-card-fraudsters- 
dismantled-1001) 
83 See, for example, the recent 
Payment Card Fraud Prevention 
Alert, (https://www.europol.
europa.eu/sites/default/files/
publications/pcfdoc.pdf) 
84 Interpol 
85 See, for example, Crimestop-
pers UK, (http://www.
crimestoppers-uk.org/fraud/
types-of-fraud/account-bank-
card-fraud/cashpoint-fraud?gc
lid=CnPq3p3dmLACFSghtAod
nzxP1Q) 

4.2 international financial institutions 

one potential role model for future 
international anti-fraud cooperation 
may be the european uptake of eMV 
technology as part of an eU commit-
ment to comply with the requirements 
of the Single euro Payment Area (SePA) 
initiative, which broadly concerns cross-
border payments and transactions. 
Although tentative moves towards Chip 
& Pin standardisation were made before 
SePA’s inception, since its 2007 start 
date eMV migration has proceeded 
rapidly79. However there have been 
problems with the governance and en-
forcement of SePA standards80, some-
thing that any attempt to push towards 
an international standard of payment 
and account security would have to take 
into consideration. 

4.3 Police organisations 

one of the key police stakeholders 
in european anti-fraud efforts is the 
european Cybercrime training and 
education group (eCteg). An ad-hoc 
sub group within europol, the eCteg 
is meant to provide training and train-
ing materials for national police forces 
wishing to enhance their cybercrime 
investigation skills. their actual event 
schedule, however, is nonexistent81, 
implying little real impact upon fraud. 
europol more generally has been active 
in the investigation of those committing 
card fraud, recently breaking up 
a Bulgarian crime syndicate engaged 
in ‘skimming’ cards at AtMs and subse-
quent use of counterfeit cards 
in non-eMV-compliant countries82. 

It also releases periodic public informa-
tion leaflets, although these do little 
more than reiterate the advice already 
given by banks and card providers83. 
Interpol’s activities, meanwhile, are 
largely focussed on improvements in 
data collection and advance payment 
(‘419’) fraud, although the Counterfeit 
Payments Cards database is a useful 
tool for the successful prevention of 
cross-border fraud84. 

on a national level fraud is obviously 
investigated directly as part of police 
efforts, although more physical types of 
fraud such as AtM skimming are much 
easier to target than malware attacks 
launched from overseas. Public aware-
ness campaigns about the dangers of 
AtM fraud85, and police support for 
eMV rollout, have also demonstrated a 
strong state commitment to reducing 
card-based financial fraud. 
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86 See, for example, the ‘Silence 
of the Scams’ week of fraud 
awareness launched by the 
UK Home office, (http://www.
homeoffice.gov.uk/agencies-
public-bodies/nfa/news/fraud-
news/anti-fraud-campaign/) 
87 Anti-Phishing Working group, 
(http://www.antiphishing.org/)  

With regards to identity fraud, which 
is officially a crime in every developed 
state, most visible police efforts are 
limited to the public awareness cam-
paigns meant to educate people about 
the dangers of giving out personal 
details86. Informing the public about the 
dangers of fraud is also something that 
the media unconsciously does in every 
story reported, something that would 
be complemented by the sharing of 
fraud statistics. 

there are also some non-profit volun-
tary law enforcement organisations 
active in the online sphere, such as the 
Anti-Phishing Working group87. 
It is difficult, however, for law enforce-
ment organisations to act in a payment 
space in which they have little experi-
ence; collaboration with established 
private sector stakeholders is essential. 

4.4 Legislators 

Countries across the world are acting 
to reduce fraud through legislation in a 
variety of ways. Below is a summary of 
the relevant actions of legislators at an 
eU level: 

4.4.1 Anti-money laundering 
the third Money Laundering directive 
(2005/60/eC) (known as MLd3) came 
into force on 15 december 2005 and 
Member States were required to imple-
ment it by 15 december 2007. MLd3 
introduced more detailed obligations 
for financial institutions in relation to 
customer due diligence but was also 
intended to be flexible and adaptive 
depending on the level of risk involved. 
It was hoped that the implementation 
of a sound “know your customer” policy 
by financial institutions would lead to 
better management of the fraud risks 
involved, notably regarding identity 
theft (e.g. when accepting new custom-
ers) or non-face-to-face situations (e.g. 
when monitoring customers’ transac-
tions). MLd3 is a minimum harmonising 
directive. this means that member 
states had flexibility, when transposing 
it, to adopt stricter national measures 
than those required by MLd3. As a 
result, MLd3 has allowed differences in 
national transposition. 

the european Commission has been re-
viewing MLd3 because, amongst other 
things, Article 42 requires the Commis-
sion to report on implementation of the 
directive to the european Parliament 
and the Council of the european Union 
at least every three years (the review 
commenced in 2010 but the deadline 
for reporting was missed). In parallel 
the Commission has been considering 
the amendments that need to be made 
to MLd3 to implement the February 
2012 revised international standards of 
the Financial Action task Force (FAtF). 



34report  FInAnCIAL FRAUd: A PRoteAn tHReAt

the european Commission’s legislative 
proposal on MLd4 was published on 5 
February 2013, and should be adopted 
by the Council and the Parliament by 
the end of 2013. the proposals update 
and improve MLd3 and Regulation (eC) 
1781/2006 (commonly known as the 
Wire transfer Regulation and the Fund 
transfers Regulation). More specifically, 
both proposals provide for a more tar-
geted and focused risk-based approach. 

the proposed MLd4 aims to clarify and 
reinforce the rules on customer due 
diligence. In particular, the provisions in 
MLd3 regarding simplified due diligence 
were found to be overly permissive, with 
certain categories of client or transac-
tion given outright exemptions from due 
diligence requirements. the revised di-
rective would therefore tighten the rules 
on simplified due diligence and would 
not permit situations where exemp-
tions apply. Instead, decisions on when 
and how to undertake simplified due 
diligence would have to be justified on 
the basis of risk, while minimum require-
ments regarding the factors to be taken 
into consideration would be given. 

MLd4 goes beyond the FAtF require-
ments by bringing within its scope all 
persons dealing in goods or providing 
services for cash payment of €7,500 
or more, as there have been indica-
tions from certain stakeholders that the 
current €15,000 threshold leaves open 
a vulnerability that criminals have been 
able to exploit. 

the proposals foresee a reinforcement 
of the authority of the various authori-
ties by introducing a range of sanctions 
that Member States should ensure are 
available for systemic breaches of key 
requirements of the directive, namely 
customer due diligence, record keeping, 
suspicious transaction reporting and 
internal controls. there is also a require-
ment for Member States to coordinate 
actions when dealing with cross-border 
cases. 

4.4.2 Payment services directive 
the Payment Services directive 
2007/64/eC (PSd) (which had to be 
implemented in Member States by 1 
november 2009) contains provisions 
which directly and indirectly address 
the prevention of payment fraud. By 
setting up a harmonised legal frame-
work for payments within the eU, the 
PSd aims to provide more transparency 
and to reinforce the rights and protec-
tion of all the users of payment services 
(consumers, retailers, large and small 
companies as well as public authori-
ties). 

the provisions which directly or indi-
rectly address payment fraud issues 
are (i) information requirements on the 
payment instruments, including on the 
use of the payment instrument and its 
personalised features (Articles 42(2) 
and 42(5)); (ii) the authorisation of pay-
ment transactions, in order to reduce 
the risks and consequences of unau-
thorised payment transactions, includ-
ing also allocation of liability between 
the payer and his payment service 
provider (Articles 54 and seq.); and (iii) 
the processing of data for fraud preven-
tion purposes (Article 79). 
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4.4.3 Other european legislative 
initiatives 
the SePA Cards Framework attaches 
high importance to fraud prevention 
and requires any adhering card scheme 
to support fraud prevention activities in 
accordance with the european Pay-
ments Council (ePC) resolutions on card 
fraud. 

on 11 january 2012 the european Com-
mission published a green Paper, enti-
tled ‘towards an Integrated european 
Market for Card, Internet and Mobile 
Payments’ for a three month consulta-
tion. It identified four main drivers for 
market integration in electronic pay-
ments, the first of which was security 
(the others, transparency and choice; 
competition; and innovation).

the Commission stated that the con-
tributions to the consultation would 
determine the need for eU action on the 
various issues raised in the green Paper 
and the form this action should take. 
306 written responses were received 
by the Commission from stakeholders 
across europe being or representing 
consumers, merchants, card schemes, 
banks, electronic and mobile payment 
providers, other payment service pro-
viders, public authorities and technical 
providers. the responses were summa-
rised by the Commission in a Feedback 
Statement published on 27 june 2012. 
one of the consultation questions 
focussed on the need for a regula-
tory framework to underpin payment 
security. 

the feedback summary explains that: 

“there is a consensus between the 
majority of stakeholder categories on 
the supply side (banks, banking as-
sociations, card schemes, payment 
institutions, and payment bodies) that 
payment service providers are cur-
rently sufficiently regulated by the PSd 
and that there is no need for further 
regulation in this area. If any regulatory 
framework would be deemed neces-
sary, it should be principle based and 
apply to all market participants. the 
respondents felt however that regula-
tion would stifle innovation and risks 
being outdated rapidly. A coordinated 
approach between the european Com-
mission, Central Banks and the private 
sector to combat fraud was suggested, 
stating that this would be more efficient 
than a regulatory framework, because 
fraud is such a fast moving topic. 

e-payment providers and payment 
processors however, said that there 
is a need for a regulatory framework, 
although this should be principle based. 
one established card scheme sug-
gested exploring whether a regulation 
mandating europe-wide uptake of eMV 
by a given date would be of benefit. In 
contrast, contributions from payment 
service users highlighted the need to 
harmonise payment security across the 
eU at a minimum harmonisation level 
through a regulatory framework. this 
should regulate all the actors involved 
in the provision of payment services 
and would help increase consumer 
trust. Respondents from public authori-
ties mostly favoured a principle based 
regulation to underpin payment secu-
rity.” 
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the european Central Bank published 
its “Recommendations For the Security 
of Internet Payments” on 31 january 
2013 (after a public consultation). 
these were developed by the european 
Forum on the Security of Retail Pay-
ments “SecuRe Pay” (the Forum). the 
Forum was set up in 2011 as a voluntary 
cooperative initiative between au-
thorities (i.e. national banks and other 
national financial regulators across 
the eU). It aims to facilitate common 
knowledge and understanding, in 
particular between supervisors of pay-
ment service providers (PSPs), of issues 
related to the security of electronic 
retail payment services and instruments 
provided within the eU. the establish-
ment of harmonised european recom-
mendations for the security of internet 
payments is expected to contribute to 
fighting payment fraud.

the 14 recommendations (together with 
certain suggested best practices) are 
applicable to those providing internet 
payment services and governance 
authorities of payment schemes. other 
market participants, such as e-mer-
chants, are also encouraged to adopt 
them. the relevant internet payment 
services include the execution of card 
payments on the internet, including 
virtual card payments, as well as the 
registration of card payment data for 
use in “wallet solutions”. 

one of the main recommendations 
provides that the initiation of internet 
payments should be protected by 
dual factor authentication. the recom-
mendations should be implemented by 
national authorities by 1 February 2015 
through domestic legislation transpos-
ing the Payment Services directive, 
although it is not clear how this will 
work in practice. 

4.4.4 non-legislative efforts 
at the national level 
governments are also attempting to 
indirectly combat fraud through funding 
at the national level for those technolo-
gies that promise to make electronic 
payments more secure. 

one example of this is the UK govern-
ment-sponsored technology Strategy 
Board, which has recently earmarked 
£1.5 million in funding for new projects 
aimed at stimulating mobile commerce 
and countering the threat of theft and 
fraud. Funding is open to single compa-
nies or organisations from the private, 
public and third sectors, including chari-
ties. Projects will last up to five months 
and successful applicants will attract a 
100%-funded development contract of 
up to £50,000. 
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CHALLengeS
5

5.1 Technology 

technology offers fraudsters new ways of 
getting between the customer and their 
account, such as through novel forms 
of phishing such as Vishing and Smish-
ing. Meanwhile, as access points to the 
internet multiply less-protected devices 
such as mobile phones have yet to have 
their current vulnerability to fraudsters 
addressed. there are also fears about the 
security of up-and-coming contactless 
payments88, despite the limitations that 
will be placed on the value of transac-
tions using such devices89. 

eMV and 3d-Secure are two important 
investments in anti-fraud infrastructure 
made over the last decade. It will be 
important to ensure that such investment 
in anti-fraud measures continues despite 
the challenging economic climate, and 
that the public and private sectors work 
together and share fraud-related infor-
mation. 

88 CioInsight, (http://www.
cioinsight.com/c/a/Past-
opinions/Are-Contactless-
Payment-Cards-tickets-to-
Wholesale-Fraud/) 
89 the UK Cards Association 2011 

the key future challenge with regards to 
technology will be maintaining the bal-
ance between security and convenience. 
there were fears, for example, that the 
extra level of customer input required for 
3d-Secure authentication would reduce 
participating merchants’ share of e-
commerce, with potential buyers turned 
away by the inconvenience. Customers, 
however, currently seem to appreciate 
the enhanced safety afforded by anti-
fraud measures, even if they are slightly 
inconvenient to use, although it remains 
a technological challenge to ensure that 
this goodwill is maintained. 

Technology offers fraudsters 
new ways of getting between 
the customer and their 
account, such as through 
novel forms of phishing such 
as vishing and Smishing. 
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5.2 Geography 

Financial fraud is international in scope. 
Strategies to reduce it, therefore, must 
cross national boundaries if they are to 
be effective and permanent. Fraudsters 
often cross borders to perpetrate fraud 
as they migrate away from preventative 
policies and technologies. It has been 
shown, for example, how the introduc-
tion of eMV caused a surge in fraudulent 
card payments from non-eMV-compliant 
countries. one recent malware attack on 
a website receiving payments, mean-
while, was launched from a Russian 
server using Chinese mobile phones 
and a nigerian database90 – such is the 
international nature of the 21st century 
fraud landscape. 

Fraud has become so concentrated 
in certain states that merchants 
of e-commerce sometimes refuse 
to serve orders originating from them, 
for fear of unknown chargeback costs. 
A survey of e-merchants by Cyber-
Source91, for example, showed that 25% 
no longer serve the USA and 15% refuse 
to ship to the Philippines or Vietnam. It is 
clear, however, that fraud can be com-
bated successfully, such as in Singapore 
where the rate of e-merchant refusal 
dropped from 8% to 2%. the key chal-
lenge, therefore, is to ensure a net reduc-
tion in fraud through greater internation-
al cooperation. this includes the sharing 
of statistics relating to financial fraud, 
something in which many countries are 
reticent to partake. 

Future collaborative efforts are essen-
tial if financial fraud is to be contained 
and reduced, especially as more of the 
world moves online and global phishing 
and malware attacks continue to seek 
account details. Increased international 
travel will also make payment card de-
tails more readily accessible to fraudsters 
in countries ill-equipped to decline illegal 
transaction or withdrawals. 

5.3 Legislation 

the eU provides an example of where 
legislation has struggled to keep up with 
the evolution of fraud, with the lack of 
enforced security on mobile phones and 
the numerous exceptions to MLd3 just 
two examples of insufficient regulation 
leading to security gaps that fraudsters 
are able to exploit. However, the recent 
moves towards collaboration with the 
private sector and principle-led legisla-
tion – leaving it more adaptive to chang-
ing circumstances – show that lessons 
are being drawn from the mistakes of the 
past. 

A major challenge still exists, however, 
when it comes to the prosecution of 
criminals across multiple jurisdictions. 
numerous complex scenarios exist where 
it is not possible to prosecute effectively 
for crimes that have been committed in 
one particular country: account details 
may be stolen in one country, then used 
to purchase goods in a second country 
from a third country and delivered to a 
fourth country etc. In such scenarios it 
becomes clear that the current legislative 
framework is currently incapable of mak-
ing such criminals accountable. this chal-
lenge is one that will become increas-
ingly prominent over the coming years, 
as fraud becomes more international in 
nature in parallel with the general trend 
of globalisation. 

90 Mike Hawkes, Mobile data 
Association UK 
91 CyberSource, 7th Annual Fraud 
Report 2011  
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Based upon comprehensive research 
and the modelling of future fraud trends, 
the latest insights by industry specialists 
and an analysis of the historic evolution 
of fraud, Value Partners and Locke Lord 
have reached the following conclusions: 

•	 Fraud is a great burden on the 
economy, and society more generally, 
and continues to occur worldwide 
despite the multitude of tactics that 
have been employed against it by the 
private sector, police organisations 
and legislators alike;  

•	 Fraud has a strong tendency to 
migrate away from any security 
measures put in place to reduce it. 
this means that although significant 
reductions have been achieved 
in certain types of fraud, this has 
almost always been offset by a rise 
elsewhere, whether overseas or via 
an alternative fraud channel (e.g. 
identity fraud);  

•	 the growth in travel and evolution of 
technology has benefited fraudsters. 
there is no need for fraud to be car-
ried out in one particular country, and 
the level of cybercrime sophistication 
often renders new security software 
impotent merely months after its im-
plementation. the resources available 
to anti-fraud specialists, however, 
have been similarly enhanced, leaving 
some types of fraud ineffective;  

•	 the investigation and prosecution 
of fraud requires both legislative 
development and collaborative 
enforcement. Lawmakers need to 
ensure that they keep their country’s 
legislative framework up to date and, 
if possible, pre-emptively legislate 
against emerging threats. Law en-
forcement teams also need to work 
more effectively across borders, 
since enhanced global connectivity 
has made financial fraud an increas-
ingly international criminal activity;  

•	 to successfully combat fraud, 
therefore, requires anti-fraudsters to 
have the foresight to predict where 
fraudsters will target next and the 
resources to act upon these conclu-
sions. to achieve this, a greater, and 
more frequent, dissemination of sta-
tistics is required, as well as height-
ened collaboration internationally 
and between the public and private 
sector. 

Fraud is a protean target for those hop-
ing to combat it, yet the great amount 
of damage it inflicts makes continued 
anti-fraud attempts absolutely necessary. 
Such measures must be proactive – not 
reactive as they have been historically – if 
the threat of financial fraud is to de-
crease over time. 

ConCLUSIonS
6
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ABoUt 
LoCKe LoRd

Locke Lord is a full service, 

international law firm with 

offices in London, hong Kong 

and 11 U.S. cities, and a full 

range of practice and industry 

areas that serve international 

and domestic clients world-

wide. 

our London office is a gate-

way for the Firm’s internation-

al work in the UK, europe, the 

middle east and asia, and is 

home to a world-class team of 

lawyers dedicated to provid-

ing the best service possible 

to clients around the world. 

having established a presence 

in London more than 25 years 

ago, Locke Lord opened a 

much larger, full-service office 

in early 2012, and as part 

of the Firm’s strategic plan, 

assembled a team of lead-

ing lawyers with many years 

of experience. From major 

corporations and financial 

institutions to individuals and 

overseas-based investors, our 

clients trust the Firm’s strong 

capabilities and excellent 

representation in the areas of, 

banking and finance, cards & 

payments, capital markets, 

corporate m&a, dispute reso-

lution, employment, energy,  

insurance & reinsurance, real 

estate and restructuring & 

insolvency.

as an integral part of Locke 

Lord’s global presence, the 

London office collaborates 

daily with the wider network 

of the Firm’s 650-plus col-

leagues across the U.S. and 

hong Kong. our combination 

of proactive, barrier-free 

communication offers clients 

the best resources available 

to tackle their issues − both 

complex and straightforward. 

our strength is understand-

ing the challenges faced by 

our clients and delivering a 

tailored solution to meet their 

individual objectives. in par-

ticular, our lawyers employ a 

very entrepreneurial approach 

to their client relationships. 

as well as providing sound 

legal advice and guidance to 

meet client expectations, they 

also regularly bring together 

parties when they believe that 

such introductions would be 

beneficial to their clients.

Strong leadership and deep 

roots in the UK are the es-

sence of Locke Lord’s London 

office. our London lawyers 

are consistently recognised 

by well-regarded law firm 

ranking organisations, includ-

ing chambers UK 2013, and 

the Legal 500 2012, which 

list them among leaders in 

their fields. along with our 

many London and U.S. clients, 

Locke Lord’s London office 

also serves clients throughout 

europe and asia. 

For further information, please 

contact:

robert courtneidge 

consultant 

rcourtneidge@lockelord.com 

Siobhan moore 

associate 

shmoore@lockelord.com

vicky Lloyd 

associate 

vlloyd@lockelord.com

lockelord.com 
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ABoUt VALUe 
PARtneRS

value Partners is an 
international management 
consulting company with 
a world-class track record 
in cards, payments and 
transaction banking. over 
a quarter of our projects 
are on behalf of finan-
cial institutions having 
completed projects for top 
banks, issuers, acquirers, 
processors and payments 
schemes. These projects 
are in addition to our 
work on financial services 
related challenges with 
regulators, merchants, 
corporates and payment 
providers.   

alongside our work within 
the financial services 
industry, value Partners 
works across all sectors of 
the telecommunications 
and digital marketplace, as 
one of the most renowned 
TmT practices worldwide.  
we have particular exper-
tise within fixed and mo-
bile voice and broadband 
technologies, license bids, 
network infrastructure and 
equipment, public and 
commercial broadcast-
ing, satellite and pay Tv, 
publishing, digital media 
and the sports industry. 

For the last 20 years, 
we have delivered real 
benefits for our clients - 
more than 60% of whom 
have been with us for over 
9 years - building on our 
deep industry insights into 
key issues for these sec-
tors. we have assisted 3 
of the world’s top 5 banks, 
the leading european fi-
nancial institutions and the 
major telecoms operators 
in europe, asia, the middle 
east and Latin america. 
value Partners also works 
with the leading blue 
chip international media 
companies, including 30 
of the leading pay-Tv and 
free-to-air broadcasters in 
more than 20 markets. we 
serve the largest private 
equity firms with an inter-
est in financial services 
and the telco and media 
industry.

value Partners helps its cli-
ents adapt their business 
models in an increasingly 
complex business environ-
ment, in order to maxim-
ise financial impact and 
returns. we have played 
a primary role in the 
development of innovative 
solutions, especially those 
at the crossroads between 
converging industries.

Founded in milan in 1993, 
value Partners’ rapid 
growth testifies to the 
value it has created for 
clients over time. Today it 
draws on the experience 
and expertise of 20 part-
ners and over 250 profes-
sionals from 23 nations, 
working out of offices in 
milan, London, istanbul, 
São Paulo, buenos aires, 
beijing, Shanghai, hong 
Kong and Singapore. 

valuepartners.com 



Fraud is a protean target 
for those hoping to combat 
it, yet the great amount 
of damage it inflicts 
makes continued anti-
fraud attempts absolutely 
necessary.
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