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Education alone is not enough
Introduction by Pat Carroll

At a roundtable event organised recently by the Payments Cards and Mobile team, 

and attended by a number of payments and mobile specialists, I was struck by how 

the subject of identity theft has gone from being a niche occurrence problematic 

for a few to a genuinely mainstream concern. And not only for security offi cers and 

banks, but for mobile service providers too. One of those in the room volunteered 

that it was the one thing keeping him awake at night.

There are a number of challenges in securing the mobile channel. The smartphone 

is powerful, but a far less sophisticated environment than a PC, so it’s already easier 

to exploit. There is very little collaboration happening in the industry, meaning it’s 

often not clear exactly where responsibility for better security lies. One of the main 

challenges, however, in combatting identity theft, is the consumers. 

There is a lot of talk about the need for better education of consumers, but while 

the industry has a responsibility to continue educating, education alone is never 

going to be enough to cure the problem. The reason? Because no matter how 

low you set the bar, some people will continue to hand over personal information 

to virtually anyone who asks for it. This leads to fraud in a number of different 

formats, and as the mobile payment experts in the room at the roundtable 

explained, it’s already causing them a major headache.  

The only answer is to use technology to make sure both the consumers and the 

organisations providing the service are protected. The technology already exists 

to do this. It is mobile-based, works in real time and takes a multi-layered approach 

while not impacting customer experience. 

The future growth of mobile payment volumes is assured. Analysts estimate that 

$670bn of such payments will be made by 2015 , but unless the security of those 

payments is considered from the outset – by design – I predict there’ll be plenty 

more sleepless nights between now and then.

The explosive growth of mobile commerce brings 
with it unique challenges and opportunities for 
payment players. As more transactions are routed 
through mobile devices and tablets, what are the 
key fraud issues affecting the mobile channel?
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Over the last fi ve years, mobile payments, mobile bank-

ing, and mobile commerce have been the buzzwords 

that have characterised and defi ned future strategies 

of payment players around the world. As the world becomes 

increasingly connected through an ever-growing range of smart-

phones, tablets and other devices, and as more and more consum-

ers worldwide turn to these devices to conduct more and more 

transactions, it is imperative that banks, networks, processors, 

vendors and other stakeholders stay abreast of emerging trends 

in the mobile space in order to capitalise on the huge opportuni-

ties awaiting them.

As with any new payment technology, one of the key issues to 

be mindful of is the ever-present threat of fraud. PCM in conjunc-

tion with ValidSoft recently hosted a roundtable event in London 

to analyse and discuss how fraud in the m-commerce space can 

impact payment players, and what they can do to guard against it. 

Of course, it’s not just the methods of fraud that require scrutiny, 

but also the legal, regulatory and ancillary issues around it that will 

also shape anti-fraud strategies.

Kicking off the roundtable was Robert Courtneidge, global head 

of cards and payments at legal fi rm Locke Lord, who gave attend-

ees an insight into the various regulatory implications surrounding 

the m-commerce space. 

“To many banks, fraud is a cost of doing business,” he said. 

“If you look at some of the new players in the payments fi eld in 

m-payments and prepaid, the cost of fraud could reduce their 

ability to break even by six to twelve months.” 

According to Courtneidge, in relation to regulation, IT security 

is top of mind for many regulators at the moment. “The European 

Central Bank at the beginning of last year put together some rec-

ommendations in association with all 27 member state fi nancial 

authorities. Those recommendations are required to be imple-

mented across all 27 states by 1 February 2015,” he said. “The 

key area is strong customer authentication which in the past has 

been two-factor authentication - but there is no specifi c defi ni-

tion of what it is. As an industry, we know this deadline is coming 

up and we should be working with processors, banks and other 

stakeholders to ensure that strong customer authentication and 

consumer awareness and education is up to speed in advance of 

that date.” 

Emmanuelle Filsjean, global head of marketing at ValidSoft, 

then gave attendees an overview of the growth of m-commerce 

and fraud implications. 

If you look at some of the new players 
in the payments field in m-payments 
and prepaid, the cost of fraud could 
reduce their ability to break even by six 
to twelve months.
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“I was reading a report from First Data on advanced payments 

and one of the interesting stats I found was that 73% of stake-

holders in the mobile payments industry registered security on 

mobile wallets as one of their key concerns relating to growth 

and moving ahead,” she told attendees. “Gartner is projecting a 

rise of 10% per annum in cyber fraud to 2016, driven by threats in 

the mobile channel. The First Data report states that by 2016 we 

expect to have 8 billion mobile connections around the world,”  

so the opportunity for fraud to take place in the mobile market 

is clearly in front of us. 

“We have a unique proposition in how we address secu-

rity for electronic transaction channels. All of our solutions are 

authentication-based which I think in the world of mobile is 

quite critical. It’s not only using the mobile as a device to carry 

out authentication and verify transactions, it’s also about how 

you can use telecoms and technology to produce a very strong 

security model for all transaction channels. 

“The model that we’re using and the security layers that we’re 

offering is based on a fi ve-factor model. It’s based on something 

you know, which is knowledge-based, i.e. a password; something 

you have which is your device; somewhere you are, based on our 

proximity logic, something we have integrated into our solutions 

and we have three European security seals attached to our solu-

tions. The fourth factor is something you are, which is based on 

your voiceprint.

“We have our own voice biometric engine and that enables 

us to provide very strong security against a clear threat to the 

mobile channel and mobile wallets. The fi fth factor is something 

you trust, which is based on a number of things but it could be 

partial keys or encrypted channels. That’s the context in which 

we believe security, especially for mobile payments, is critically 

relevant. 

“At ValidSoft, what we believe is that you do not have to 

compromise privacy to provide strong security, nor do you 

need to compromise convenience to provide strong security. It’s 

At ValidSoft, what we believe is that you 
do not have to compromise privacy to 
provide strong security, nor do you need 
to compromise convenience to provide 
strong security.
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around being able to provide a very low-friction model for your 

customer. For the mobile channel, there is nothing more natural 

than using voiceprints of customers to carry out very strong and 

secure authentication.”

The roundtable included speakers from various parts of the 

payment and mobile industry, including processors, vendors, 

MVNOs and industry associations. Fraaz Ahmed from MVNO 

Lebara highlighted how the company deals with fraud. 

“The real problem we’ve had is ID theft, but we are left vulner-

able if the ID theft is taking place outside our own systems. It’s 

not massive enough but as we grow bigger, the margins have 

gotten very thin for us. Typically the fraudster will need to know 

your name and address, and your date of birth. We have protec-

tion in the card because we deliver a physical card. You detect 

something and you close it down but it pops up somewhere else 

in another guise. That is the one key thing in the mobile fi eld 

where it causes issues for everyone.”

Daniel Thornill from ValidSoft added: “There is similar fraud 

occurring in mobile banking, where the fraudster assumes the 

merchant’s name and takes small transactions. We’ve got a 

technique where we use voice biometrics so you could interpret 

whether that individual has created another account under a 

different name where it’s actually the same person. But there is 

more friction involved in something like that.”

One of the main themes to come out of the roundtable was 

the need for greater consumer education – not just about mobile 

security but around personal data security in general.

Keith Gregory from Lebara stated: “Customer education is key 

to all this. People have given away their information and have 

even given away their secure passwords. It makes it very diffi cult 

for us to detect that because the customer is not educated about 

how information would be gathered from them.”

A speaker from the vendor side of the industry concurred, 

saying: “Consumer education is absolutely key. Mobile phones 

are used much more by younger customers, who have probably 

not had the same kind of card education because the phone is 

all they’ve had.”

“One of our other concerns is what about the countries that 

aren’t doing anything in relation to regulation? The fraudsters 

will place themselves there where none of those laws apply. The 

Far East has a very different approach to all this. For a global 

company like us, we’re just waiting for the fall-out from the US 

when they get EMV. That’s an income stream that the fraudsters 

will have to replace. And the logical next step for them is mobile.”

The issue of data protection and how it relates to mobile was out-

lined by Robert Courtneidge from Locke Lord who stated: “Under 

the new regulations, processors are coming under a lot more scru-

tiny. Even if you just process data on behalf of a payment service 

provider, you will have a lot more risk on your own shoulders.”

Consumer education is absolutely key. 
Mobile phones are used much more by 
younger customers, who have probably 
not had the same kind of card education 
because the phone is all they’ve had.
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But the situation remains murky because it appears regulators 

themselves are hesitant to defi ne and regulate m-commerce 

because of the fast-moving pace of the industry. 

Victoria Lloyd from Locke Lord: “The buzzword at the 

European level is that they’re technologically neutral. They don’t 

want to concentrate on any specifi c technologies because it 

moves so quickly that by the time everything comes into force 

it’s way out of date in terms of where technology has moved to.”

But this hesitation could also present itself as a major 

challenge, according to John 

Dickenson from First Data. “It 

could kill innovation as well. 

We’re talking about four or 

fi ve years from discussing it 

originally to anything coming 

in force. And how much will the technology landscape change?”

While increased competition in the payments space is wel-

comed as a good thing, Ali Imanat from FFA UK noted that new 

players could also bring with them new risks. “From our per-

spective, one of the concerns that we have is the introduction 

of new service providers such as overlay service providers who 

sit between the merchants and the banks, and the additional 

fraud risks that represents. There are some risks coming from 

the competition that the EU is trying to drive.”

It’s widely agreed that the payment industry is one step behind 

fraudsters who are constantly coming up with new methods of 

attack, but payment stakeholders can take some mitigating steps, 

as Emmanuelle Filsjean from ValidSoft noted. “We recognise that 

it’s not about stopping hackers because you can’t stop them, but 

what you can stop is hackers making a profi t out of fraudulent 

data they’ve acquired. That’s 

the business we’re in.”

Daniel Thornill from ValidSoft 

concurred, saying: “It’s prob-

ably over-simplistic to say that 

we can stop fraud, because 

fraud changes and technology changes. You can defi nitely 

apply technology now to solve the fraud factors in force at the 

moment, but they’ll shift their behaviour to different kinds of 

fraud factors. I think it’s really about applying a layered security 

model. Technology like voice biometrics can help with a lot of 

the fraud factors out there at the moment, but there is a level 

of friction associated with using voice biometrics. I think we can 

get to a model with mobile banking where the friction is very low 

for the user. But that’s also got to be accepted by the banks as a 

realistic application of technology to counter fraud.”

With all the focus on what banks and payment service provid-

ers can do to fi ght fraud, everyone at the roundtable was agreed 

that mobile phone manufacturers have an important role to play. 

However, there is a case to be argued for different stakeholders 

putting competitive differences aside. 

Daniel Thornill from ValidSoft stated: “A consumer that loses 

their SIM card can go into a telco shop, answer some basic ques-

tions and their account will be reactivated. For a customer, it’s 

perfect. For a bank, that compromises their security model to 

an extent. There’s a confl ict between providing a service to cus-

tomers and having a weakness in how you provide that service.”

Keith Gregory from Lebara added: “The banks don’t want to 

work with us because their incentive is to keep the money in the 

bank, whereas our intention is to get the money spent so that 

we can get the transaction fees. There is a confl ict because their 

The banks don’t want to work with us 
because their incentive is to keep the 
money in the bank, whereas our intention 
is to get the money spent so that we can 
get the transaction fees.
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interests are totally different. I don’t think that will change.”

However, Ali Imanat from FFA UK sounded a note of optimism. 

“As the telco industry has moved closer to the payments space, 

and as banks have become more reliant on that infrastructure, 

the relationship is improving. From our experience, the two are 

more engaged with each other and are collectively sharing the 

data because it’s the same perpetrators they’re both facing. They 

can look at joint solutions that can be applied. 

“It’s crucial that we get the network operators and operating 

system developers involved in 

this space, because we have 

an opportunity now which we 

didn’t have in the traditional 

online banking space, where we 

had to learn the lessons through 

losses and various impacts. It was very much reactive. I think as 

we move into the mobile space, we’re in a much better position 

to be able to prepare ourselves for a potential fraud attack. It’s 

key that the network operators, handset makers and operating 

system developers are part of these discussions. They are the 

ones that protect that space and have control over the infrastruc-

ture and help consumers interact. We have a good opportunity 

to get those people around the 

table but I haven’t seen any steps 

being taken towards that.”

Alex Rolfe from Payments Cards 

and Mobile built upon this prem-

ise, saying: 

“In the UK there have been 

attempts to get the banks and 

telco operators talking. In some 

countries there have been hand-

shakes between banks and oper-

ators while in others we’ve seen 

them squaring off and trying to 

take each other’s business. It’s 

very diffi cult to get these indus-

tries together to do this kind of 

stuff. I’m almost of the opinion 

that the telcos will learn the les-

sons the hard way because they’re not prepared to play ball. 

They are launching fi nancial services, they will make mistakes 

and it will cost them money. Maybe at that stage they’ll realise 

that they should have been working with companies that have 

been doing this for hundreds of years.”

But the most important element in the discussion is the cus-

tomer, as one speaker noted. “These alliances are in the best 

interests of the customer. How do you bring all these things 

together and make things seamless and secure? All those differ-

ent parties have got to come 

together. There are no special-

ists in one particular area. It’s 

a joining-up which will make 

it good for our customers and 

good for us.”

This view was echoed by Victoria Conroy from Payments Cards 

and Mobile who said: “Banks have a big advantage in that they 

have greater levels of consumer trust compared to the non-bank 

players. While there needs to be a more collaborative approach 

and MNOs need to get more involved, banks have an opportu-

nity to promote themselves and shape the future direction of 

the industry.”

While there needs to be a more 
collaborative approach and MNOs need 
to get more involved, banks have an 
opportunity to promote themselves and 
shape the future direction of the industry.

we move into the mobile space, we’re in a much better position 

to be able to prepare ourselves for a potential fraud attack. It’s 

key that the network operators, handset makers and operating 
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As the use of smartphones for banking and payments is continuously growing, 
security and consumer privacy are paramount as fraudsters draw on the 
vulnerabilities of this new channel. As more transactions converge on the mobile, 
so too will the mobile become a prime target for fraudsters. 

Whether it’s M-banking, mobile wallets, P2P payments or mobile remittances 
ValidSoft’s SMART solution is designed to cater for the disparity in mobile networks 
and mobile devices. ValidSoft offers an award winning telecommunications based 
security platform, custom built for the new mobile landscape, and are the only 
software security company in the world with three European Privacy Seals, a real 
commitment towards ‘Privacy by Design’.

Email: vs-enquiries@validsoft.com

SMART – securing the needs of the 
mobile world with strong data privacy

A member of the Elephant Talk group

As the use of smartphones for banking and payments is continuously growing, 
security and consumer privacy are paramount as fraudsters draw on the 
vulnerabilities of this new channel. As more transactions converge on the mobile, 

Whether it’s M-banking, mobile wallets, P2P payments or mobile remittances 
ValidSoft’s SMART solution is designed to cater for the disparity in mobile networks 
and mobile devices. ValidSoft offers an award winning telecommunications based 
security platform, custom built for the new mobile landscape, and are the only 
software security company in the world with three European Privacy Seals, a real 

mobile world with strong data privacy


